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[ i ft] LAN «oa(g#»-?flNR IfcttftQWSS 
h9x7<D7P?"5Zxtf*IE{£ffl;*nS^J:? 

jgic^-royp ^ urn* ttti&&iwm%& 1 3.-vm 

Tx f S *^46IH1S Lfc 7p *5 ^M9J« 

ttn oriKmttwnft £ a— mj«feiim 

i i£££B T n 6 Sffi Lfc -fe+ a 'J t- -f ? i v V 1HI 

iy^flWB*2MiLT*fctt**«Tn'\aMtLT, « 
5fcgST n \* S 6gffi LfcWB»SjRf=»^T 
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Sf*KK 



T 

T1 



T2 



J8*S£iE 



Tn 



(2) 



^¥8-263 283 



im$E 1 1 ^-/\*<hM*©i£*£IS£*iI{I#&T- 
7 h?x7Wg->7x/»lz:fcl^T\ 

6§fl Lfc-fe* a 'Jf -ff 17 ❖ilHBtJca^Ttt** 
Kit, 

IOGtt$&!Ilc> MB^P^AOJMrMWfcSflBc 

K7 p ^5i»<o«fflj4 1 4ffi*^go)iffisiji& 1 3.—y<nm 

SiJS i:Sa-+f ©/ U7- RKD-fe* lUr^fiv^ 
1t**MBtf-/t'v2S«r*#S£» BuiBt»— /«r5« 

tl*tt4r**«i:*W*fcC£*W«£T*V7 K7 
MBV-/t& BulBffi*gSlefcW^BijfB7P^7/*0 

[M*JI3] »S»S1 IB«©V7 h7i7gg->Xx 
WBV-i «Cs HuiBiSfcgBfr 6MIB7P ?7&£tt L 

[000 1] 

aiitP-A<H l J7*» (LAN) »©il 

«#SI«ttU JcoTMO^n* 

[0 0 0 2] 

[«*©««] sa. uvea— >orpy5i**«B 

^#tt7P*52*©IK«#£0IBT , Stt* 
5. *LT» 7P?5Alc*ft*«fl!T*ave:i-* 



H*fWltt"«*7n ^7 AOfflffl*B»4lN * 3 tc L 

[0 0 0 3] tfcs HFrHK L,T^ny5/**HfflWtC 
P tr-T**^ £ 5 IC LT^P ?"5A©*IEP k?-£K 

T7 , P^i»©^iEflEffl*l«±LTL>*. 
[0 0 0 4] tCStfs ±a><DJ:-5Sffiffl*ffT-©^^ 

*/UX'J7*>> h7-7 (LAN) *^LTW»03V 

[0005] mmt. D.-mtyu<f^L<7)mmm^ 

©P>tf:i-*T'*ft*tffc<Tt»T'*£frofc„ $ 
fcs LAN|*3©««3Vt:a-4tlcfiEffl*tflK£**lT 

[0 0 0 6] tcr, Wi:^P^5Z**a»W*L-TL'» 
5 £ $ IC C n 6 5- L A N F<3©& P V tf a - * Tfttfg < 

*ffc«5?*«J:3Kr*i:» 7P?5^ifHWB«* 
8fcftL^-tfte£oT*iEfcfiJffl*ftTL*t\ 7p 
^5 Ix©S55S#©f J&fcS'ttfc < £ 5 <t NUtf * o 
fc. 

[0 0 0 7] ft*, 7Pyex<7s7l?©fS©8iM*lcy 
7 K9x7®7a?5Ai:#te*^Lfc«*«B© I D 
I D) tV7 h^xT 7 I D£it&LT. *©V 
7 h 7 1 7©«ffl 5 -f -fe > 7©IES14£* i y 7 L 
=7<H> TMmiE ftfctttt©«*8ST*§®!&*tfc© y 7 

ttH¥6-1 1 9 1 6 44ft«M» tffcofco 
[0008] 

a— «ftty7 h^x7©^'P'?'5A<!:«ieT-> 

oT, L AN±©fS©4£3fcgSU:y7 h^i7 I D^S 

6\ fiEfflf 5ffl*gBST'IBS«ii**J#^[2]56Wn« 
^6^1^©T\ LAN±©^*gB7-y7h7i7©7' 

p-? "^Aft^iEisffifn^^ * o izfzutmummtf 

[0 0 0 9] CW^^IgW^lc^T^i-tlfct© 
U v LAN «4>iUI¥»?8H9t Lfc^li©JS5l?$IB 
T*y7 h^i7©7'P^5A* , !TIEffiffl^nSl^9lc 



(3) 



W8-26 3283 



[00 10] 

ttffiU *©&a£*£BU:J:oT7 , P? - 5A*«ffl*£ 
y7h'5i7fl->XTWC^7, ±E?-/ttc, ± 
E7°P ?5 AOMW* £ *© 7°P 9^LMS£ft rJIB&IS 
$gfl®ttBI« i a— tfCDHSiJ* tf(W-^/a7 
- K$©g3UW8£!Bftr 3M*$BE1S¥lft^ *© 
^teEtt*ftfc««tW£±eH3taMfrSS«Lfc 
-fe* x U x x x ?1i$g<>: tc»^Tf-©«*«irP 
<D±E7°P ?7 AOffifflqreoSStttWBrr *#ft 

^1W8*aMILT*fe«l5l^lI'viSS«r*#ft*l»trc 

[00 11] ±E«**«K, ±E7 P P^A 

wnmvb t <dks'J« t *v>zL-*fv» u 7- k 

f|<D-fe* x 'J x -f x 1 ■> ^1f«*±EtJ— / f 'NSSflW § 

[0 0 12] ±E^-/^C, ±EJg££l(c£t* 
*±E^P^5^©«5tttt*SJBttlcni'»^b-&Ts 
*<7)4a&*ggfr 6ig&£ft* y P ?7 A<DS!£4)ltt7tt 

^ics^^T^o^py^Ao^Ttttt^s^-r^^is 

tf« ofc t Z (C±E7°P ?7 A©Il£<7)§IS«!ig£iI& 

[0 0 13] ±B?-/tte» ±E3&£Hlfrb 

±E7°P?5AK*J LT WaaftSnftHWSIff rTIB» 

£jg *.3*f?s*« Sttttirrt: t &tf ±E7°p 75 
hu^tb^nb 6 nfciHi^ufi press?**?* ftr ^* <t 

[00 14] 

mm] Z<D%WIZ£ZV7 h7x7"g3I->XxAtt> 
**»«#:7py5A©*mBKtf 7p* 

WiMfl L7\ V-l *M3tl L/c7p 75 A<7) 

ii&j«.<!: ; ?-o7'p^7A^fflRr^4S*HB©iffisy« 1 
<ha-+f©iffigiJ£<t*<Da-tf<D/\'X7- K<M>«IW 

tcS^l>T*©4S*SBT*037°P^7A©fi^pI5COS 
aH*W»rLT» ^OWKIgJIlfc-fe + i'JxVxxy* 



[0 0 15] $/cs +t-/WJS5t5gBUfcW57P^7 

k<Dmmm*izmmz®^-&t>ii:tcti*i^ torn*. 
*©**s«frSiEas* fu uom&nmi 

«S8lcS^T?-07'P^5A(Dll^«tt : &^-rS«fc 
3 ICfftl*, \*tf&<ffl3fc£Sg±T<D7P75A<DII 

7p if© J: 5 (c?-/ttr&«)Ni^ 

fcHtKSASft%^«fcd£«>fl©<h*-^ zfuV^Uft 

t-*7P75A©Sii7lt (OBtt) *#ikU (fe©3§5* 

So 

[0 0 16] *5lc, 4S!5lU£EfrS7P75 

BJfeaicfeoTinifrs^^ic-rftii; v-tufa? 
commas ut7p ?3u<vmm*tt$t%ztftT- 

[00 17] 

ftwicitt^-rso si iw\ co»wo-«««T**y 

7h7x7«a->X7 i AOB^«'^'r7'P'yf BTB 

T 1 ~T n^fcS^lCjifI#IST»5P-/j;H l J7'^ 
•yh7— 57 (LAN) 10TBMU Sffi*gBlc,i:o 
Trpy5A*«flir*t»©T»*. Sfcs LAN 10 
±T*B* ft* 7"n^7iOMrta«;f-ffi?f1t- 

[0 0 18] S^SITI-Tntt, A-Vr/UPV 
ti-^, 7-*77->aV, »tmBBB*BB3l« 
8WK>3>ei-*?»6. -*t-/\*Sti, 7p^"5A 

T/l/PVtfo.— 5?, 7-f Xf-i >a>^0DP>tfx- 
[0 0 1 9] LAN 1 Q<D&®m, WtBm. TW7 

p h ziMtKtQotjvwrftzmm LrtJ: < » l a 

N 1 0©B«tLT#*ftl#l£«*y h7— 7fc*,ilffl 



(4) 
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tf. MStefcSSSL-T. *tl?*V£7P7^S*>liji3fc 

[0 0 2 0] E2W, ElHC^LfcS«*gST1~T 
n©$|&£;5Vr7Py7l2ITa&£„ 4»fcgBTnti, A 
£B*jgB1. tBtt&B2. L AI\KV'S'7i-X3, & 
tfCPU4fr6fc3. Affi7}gB 1 K. 77 
X, X*+*»©A*«B£CRT. LCDfCf-f^ 
TWt'T V7*7i 7 h y<J >*»tf b-+f 7*U 

[002 1] £tt£B2& tW^***©?*-* 

*©*^'J?S*. LAN-f><5-7i-X3«, LAN 
1 OCMIflHWaifcgS. CPU4ti, ROMMRAM 

£tt©»£5]'A c©«BU:W5MiB*,Jllfc*-. 

[0 0 2 2] Tfrfc-^ C©CPU4li, 7P?'^A© 
HffS^SSglC^^P^^AODaESJ^tffl^gB 
©KBI& <t a— ?©!§&S'J:& t *©a— ?©/ U7 - K* 
©**:i 'J y *flHB*-tf-/tS'\aHir*¥« 

ftv -9— / \" S S©IBH/>£fotftfS ofc <h * K7P 77 

[0 0 2 3] E3ti, 131 lOTvLfc+*-M'S©t§J&£;fx 
I^P^HT'&^o +t-/^Stts Aiti*)gB1 1. IB 
BSB12, LANYV^7i-X13, CPU14. 
&IB"T7 1 5fr6Si>o Atb**B1 1 (**-#- 
K, 777. X* + ^<DA^gB<tCRT, LCDf 

'J V*H©iiJ*lllS-c?3&So 

[0 0 2 4] IBBSBI 2ti, 7*P?5i»*tt*WS/\ 
- K7V77gERtftfc&«x^77gEil©*tY? 

-7/U2j7>* 1 6«\ 7"p7^©K 
SiJ«.<!:^07p^7A5ffifflpIfig^4S*SBOliSiJ^i: 
a— 7©fSSU£<h*©iL--'f©/'C77- K«<0«S«ffl 

*iB«?-§7P7"7AgJi*$x-7VU£#*frt3i 'j 

[0025] LAN-f>97i-X13li, LAN10 
©ilffifiW&mS. 4"f?1 51*. ffi£JM«>H > .J&* 
HW**7Vhr*. CPU14I*, ROM&tfRAM 

[0 0 2 6] TftfeS, ggx-7VI/2j7>-SM 6©7 

gBT 1 ~T n L/fc-b+a 'J x <f *■ i » 7 IS H 

£ lc»^T*©tt*«B?©7*P 75^©ffifll rTS© 



[0 0 2 7] *fc» «*«BT1~TnJcjSW'*7*ay 

*©7*p?5A<oafitta*KtM-*#«£» asmgs 

T 1 ~Tnfr57P?5AldttLT^»i*»SnfclRlB5 

p 75 a# stifcpw WipriMrpWT*hT 

[0 0 2 8] COV7 h7i7 7 ^S->7s7 1 Z a ,a)S]WtSS 

-ASOEH8B1 2©Sgx-7;l/*J7y*1 6K7 
P?^WlflHBx--7/l/«Bttr*. 

[0029] m6ityu?7i±mmmmT-7)\s<Dz> * 

«^-7*JHt fI^<i:457 , n7"7Z 4 ©yp^7^ 

« (N) *K^a^5AO«ffl** (P) <t, *©7p 
^5AOWB9*fTRri» (R) <ts *©7P7~7A*ffi 
JOTK&i*5l«£B©tt9J« (Tn) &JS&*gB©7 
□ (CP) 7*P7"5A0|fir<P©iS 

*£SfrS©'J7ixH«<i, *©7*p?5A*«b 
TOfta— yoMBiJ* (U) *©a— tf©/U9- 
K (PW) omMHKttMLTI^S. 
[0 0 3 0] fljitllt 7*0^5 ixft r9-7pBj ©7 

£HW*fTRfllH* r3j t, ffifflpJ^4g*^E©»J 
*rjij rj2j rj3j ««tf)U -?-©S«*«B 
07*P77i»*fr«5feS£LTKSJ:& TT1j ©ffi*^ 
B©S^)t rij fc, ffiSUS TT2j ©«5)?ilB©®^ 
S r 3j £K8'J« rj3j ©4g*SB©^5t)t T2j * 

[0031] Sfcs rn j ri2j rj3j© 

*«S*«B1?7*P7*5A« T-7-7QBJ ©7P77/* 
#HI5*©t* Jcti-?-©iS*gB)b s 6)S5nT3l?5 'J ^ 
x* hMttMW*. C©';7i^h»*i*t7*T* 
ftt^*te««3»KI roj «ttMLTk^«. S-SlCs 7" 
p^7i»% T7-7PBJ ©7P^'5i»,^ffifflpIfiE^a 
-tfoMWB ru i j ru2j ru3j <t, ^n^ti© 
2-W77-K rpwu rpw2j rpw3j * 

[0 0 3 2] C©HJIfilJ©V7 h7i7"g3I>'7N7 1 ^T- 
tt» C©7P^^A'iS1f$B7 1 -7;U'P©7P^5i»i& 

(n) <t7p^7Afiggijs^ (p) tm^nmm. 
(R) i*. ^©7p uvimg {*—h-mv>m\ 

#) AVP-y5Z*«!:-«l::7P-?"5^fi!ffl*i«^/c«ffl 
# (ffllAlf^-/<©«S#) fcjffltu ^©7p-t"7^ 
*ffifflplBt;%4S5*gB©»Ji& (Tn) i2- If* 
(U) eta— +f©/\°77— K (PW) li7P7"5AlCfS 



(5) 



*5P»W8-2 6 3 28 3 



[0033] ?5ic zo)mmikmty-/tsff)$<<* 

1 5®jffignH0My&*flre££HM (TMftIB) s 
W6*-*. +r-MS(iC©TMP$F,a§lC®Ittgl©7°P 
?7A£§«7*©ffi*gBU:ttLT*©7P?'5I*©lS 

[0 0 3 4] h'fxT'tai/XxAli:* 

its y □ y^©** x 'j t 1 -r f - x y * jraic-^TBi 

a— WWJ* <h ^©i- V©/ fx «7 - K £ **MA Lfc p 
V-OJ&y h (I og i n/\*-{r-y h) ^Hz+a'Jx-f 
*xv*1«l£:LTLAN1 0*7>LT2£y» *©7P 

[0 0 3 5] tf-/*S»LAN1 Ofcfl-LTltsfcaBfr 

tt*«m=6it*yn^7i*jtfr hub) oaais*w 

[0 0 3 6] r4t)*» /fSfrS8WR-afcn?-r 

(n) nmrnm^mm (r) <t«fflRis6s« 

*gB©!«8'J:& (Tn) <hfcfflpTtg£:i-+f©I«& 

(u) 4*©a— f(OJtzr>- K (pw) iicsi-rs 
■NEST*. 

[0037] mmmwa. y-j^sfrimiEXLtczf 

*fttcS^T7P?5A©»tt£IIB&LTfccfc^ 

ffpjj «:6ypy5^<0*D»MbJra*«7LTSIff*lT 

ofct*K^py5i*©Jtff*fia:*>«:^i:*0»a» 

[0 0 3 8] +T-KSH\ «B*»H?7n*5A*?T 

*fl»* h 'J 2»C LT« 7°P ^ilMif-^bt 
tf-*U 7p *©**»■««« U «ISR 

intcwtmrniza lt y -7 ix h iwwt. ■( c 

■lAdfc*©/**? K (Q) 7Mfi*^»h 
(check/ttyh) *a£«TS. 
[0 0 3 9] tUsBBBli. V-rtSfrttxyfrt** 

v*^m%t. lau^fo-e©* stztuv 1 ? uf*fj 

*?**ltflsl*/«ry h (A) £>£&T*o 



fcSKW:, ^©yp-7"7^4S*^Tg^ttffi-¥>S^ 

Wc£(t«^n^7A«)U9xxhK«tm91l r 0j 
KU *ff*^»-r^o COTMXRBIi»t»^5 
tt»KT*£<fct* (0J*tf6O?J» . 

[0 0 4 0] ^LT. tSSSBtt, 7°P?7l4?7f$K 
U4t7MSffi>* T-+r-^SlcP^7"7 h ( I o g o u 
t) 4>ni*dfc-g«>/f4-y h (Q) "9—/^ 
Sli^©/^ hfcgflTS^ ^©/\>-y h*(DK^ 
-rS^gBoyp^^'J^iX h##*«58!fii 

roj icLT, *fT**9JBTS. ^©J^KLT* - 

[004 1] EI4W. «3lU£fi£+f-M*i:©|HTH?>y?X 
U£tt3P.aiA&fo-tr0)M>-y h<D7*- ?*y h©-#J£ 
/^fHT*»So :©/t^yHcit 'vy^iLTffit'^ 
frtf©/\>-y h©f»ti$S (Q) *ttMLT(^«. 

[0042] h*7*P^7^Hff 
g*©**xy^^xy?£+r-M'£ttLTg2rt5 

Aon^^ic *t-r 5 - t * x y x -r * i y ? omi^sfc 

•y-iiLTx WSSBOMaifttLTPVtra-*** 
<h % y -7 1 x h $^T-£ SKBI i: 7p ^ 7 ^©h&j 
*?««WSiJ»#fciL-VO«SiJ*-p»Sa— yftt* 
©a-+f©/\°X7- K*tt»T*. 
[0043] y -7 IT. hlt&JS^i, *&mm&teH><D 
pW>RIcW5 roj J-^coai-^^S^T^ 

«S'Jf*fci6lcfiE«r*WPSy» P^77h (I o 
gout) STWSST^S, 

[0 0 4 4] d©y-7!ThligiJS^lis m6iCmLtc 

y^ mfi*?is.^tzimmmm roj *tt«u 

+T**t*lctt*<D*lli5l^B6 4 6S6nT**tt1l* 
Wttr*. C©y'7xxhS^+t-^-r?.il<l:(c<i:o 
TSJffifil roj T'fet^*SBTl57'P'7"5^||^* 
5 d t «WKT 5 C «!: So 

[0045] $/cx »-/tStfCfl)/^y h«7°P^5 
*<Dim*3i&lztt-? * Wt^to*©^ x -y -7 / \> 
•y h£LTffifl§*-*»*» yp^^AHfr't'OHH.^to 
•t+i:LT. Wt^dt)-eit<Ol**(filBOPVta-*»« 
y-7iXhS^^<l:*WtT4|g*^B'\iMffrS 0 

[0 0 4 6] D5(i, «}5l58Bi:+r-/^©BBWJ5X 
y JflSlH]!:©/ \°-!r-y h©7*-7-y h©-«<J^-riil 
TSS„ C©M>-y hlc«^\-y^«t:LTlH]§©/\''!r'y h 
©«SU1»« (A) *tt«L7V3. C©/^v Hi, IS 
3t5llB6^6 ©^P -7'7 Z»HtTS^©-b+ aUr-ffiy 
-7©F^t^^-a-l;:«-rsiHl^©/\>-y S«*gB 



(6) 



ftB¥8-26 3 28 3 



[0 0 4 7] y-HS&Z<D/&'y h*JS*SS6^<D 
mzttt*®'S<»rt'rv htLT&mtzmS. 7p? 
-tr+a'Jx-f^i-y ^ORa^frtf £ L/c«*gB©P 
£fffi*©fcofc7P?5A(&»8gS#,!:, *<D7 

[0 0 4 8] H7tt. 05<DA>-y \-\ZffltotZ7o<7 

^t^lcii roK ; WtWrIj £,7Vf p- K roj £«s 
*AU H^*^PFBI(D<!:$(ctt TNG ; Hff^RjJ £ 
*fP- K rij ^ffi|flLT4ffi^g^'\iBS-r^o 
[0 0 4 9] H8& ii50/\>'y Kcte&frr^T'P'?' 

©WRIfc^ra-K rij ^(D^FffFRUIfi* 

5vr p- Ktt^ LTBsfcBB^Baw-*. 

[0 0 5 0] ^OD^Fttpiaffi.tLTv ryp^ABBI 
(ffiSgSwiSS'JS,) *g»<3«£ttP-K r2j 

P-K T4j KtfB3B£H:3- K T5j 

[0 05 1] H2*:L'JT i -r*xy*B0l7--/t 

■Tnttrpy7/oa>w«>«WBfbWitcfi^T*-/< 

S'vpy-f h (Q) ^iSffl-T^o 

[0 0 5 2] tf-/tStt*©n?<f V/tt-y h (Q) £ 

WBrLfc6*ft*^-riaS/^y h (A) £ig2rr*„ 

[0 0 5 3] tf-/fSI*» !H*gSfr6P^'rv/\>7 
h (Q) «N7B*£*-f71 5te<fc*TMBB«©*J 

t> ©iS^SE*^-* u tifc«*BBT n 

>T->jY (Q) «Sflr*. *LTv B*BBTntefel^ 
T7P?5A<«8&<BfT4«&:5tfls]S/tt-y h 
(A) tfiBISSftT WH&KBfi*** 



[0 0 5 4] fi7Wyh (Q) 4BBLT 
»6TMXIH0«AlcB4l/^y h (A) tfil&S-ftT 
CSi^lctt, *©«*BB»ca3»7S7p?5i»0B 

BBW:7P77i»*»7Ui:Stf-/tS'\P*7* h/\° 
fryh (Q) *B«U +J— /\*S(i*0p?'7?l>M> 
•> h (Q) €Sfflr*£*®tt*lfiBlci5tt*7n77 

[0 0 5 5] C©H«i«9©V7 h^xT'BBS/XxAT* 
& V-/««B^TMIcBBTy7 h'?x7'©rp^ 

BBKtrft**. S/c, /W*«*BB«>7 , n?5 
A(D»Ttt^^g£m-r*CDT\ 7P^5A(DSifettSI^ 
SB»7ft£0!>£*fct& *©«*»BK»-r*7nf 
51»OBfHMH|iJhU «<D«*BBfrS0»lTB*fc 
B**Efctf aftOttsSBBTyny^Ik 

< fJffl-T 5 E £ £o 
[0 0 5 6] JMe, COSHMM)y7h9i7BI5'7 
r^©tf^ttcJ:9TBB3|«Bfcfctt*:/P?5A© 

E©B^ BSBBTnaEBBBflteBAfc**;/* 
lc«fcoT*7> h Lfc7n?7Jfc«>BfTftfl«Bl.*«. 
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(54) SOFTWARE MANAGING SYSTEM 

(57)Abstract: 

PURPOSE: To easily maintain and manage the program of software so as not to 
be illegally used in plural terminal equipments connected by a communication 
means such as LAN. 

CONSTITUTION: Each time of the execution request of the programa terminal 
equipment Tn transmits security check information such as the identification 
names of the programthe terminal equipment and a user to a server S. Then the 
server S judges the validity of the using possibility of the program in the terminal 
equipment Tn based on managing information such as the identification name of 
the programthe identification name of the terminal equipment capable of using it 
and the identification name of the userwhich are stored in advanceand security 
check information received from the terminal equipment Tn. Then the judging 
result is transmitted to the terminal equipment Tn which transmitted security 
information and then the terminal equipment Tn gives an execution right to the 
program based on the judging result received from the server S. 



CLAIMS 



[Claim(s)] 

[Claim 1]A software management system which connects a server and two or 
more terminal units by a means of communicationand shares a program with this 
each terminal unitcomprising: 

A management information storage means which memorizes management 
informationsuch as an identifier of an usable terminal unita user's identifierand 
this user's passwordfor an identifier of said programand this program to said 
server. 

A means to judge the validity of use propriety of said program in this terminal unit 
based on management information memorized by this means and security check 
information received from said terminal unit. 

A means to transmit a decision result by this means to a terminal unit which has 
transmitted said security check information is formedA means to transmit security 
check informationincluding an identifier of this programan identifier of a terminal 
unita user's identifierthis user's passwordetc.to said server whenever said 
terminal unit has an execution demand of said program. 

A means to give an execution right over said program based on a decision result 
received from said server. 

[Claim 2]A software management system comprising: 

A means to supervise a run state of the program based on the present run state 
of a program which asks said server periodically a run state of said program in 
said terminal unitand is returned to it from this terminal unit in the software 
management system according to claim 1 . 

A means to return the present run state of said program when said terminal unit 
has an inquiry from said server. 



[Claim 3]When an execution demand which exceeds a concurrency possible 
number beforehand decided to be said server from said terminal unit to said 
program in the software management system according to claim 1 is 
receivedAnd a software management system forming a means to arbitrate this 
execution demand with a priority set up beforehand when an execution demand 
new when said program is executed with a concurrency possible number decided 
beforehand is received. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application]This invention connects a server and two or more terminal 
units by the means of communication of a Local Area Network (LAN) etc.and 
relates to the software management system which shares various kinds of 
programs with each of that terminal unit. 
[0002] 

[Description of the Prior Art]When using the program of a computer nowacquiring 
and using the right (a "license" is called) for a user to exchange a contract among 
the venders of a program and to use the program is called for. And service 
conditions which use it for a programsuch as a computera userand the number of 
concurrent usewere imposedand except the service conditionas use of the 
program was not acceptedthe unauthorized use of a program is prevented. 
[0003]Permission is made for there to be nothingas a program can be copied 
physicallywhen not preventing the illegal copy of a programor embedding the 
service condition at a program and not agreeing in the service condition at the 
time of useexecution is made impossible and the unauthorized use of a program 
is prevented. 

[0004]Howeverif use of a program is enabled only on the above service 



conditionsThe new problem that it could not respond to change of the computer 
distributed processing environment which connects and uses two or more 
computers via the Local Area Network (LAN) which has progressed in recent 
yearsand the operating environment of the computer by the increase in the 
number of install stands of a computer occurred. 

[0005]For examplealthough the user had a royalty of a programeven if the 
program is not performed only by specific computer in LAN and he wanted to 
make it perform by other computershe was not able to do it. There was a thing 
for which the royalty is set as a certain computer in LAN and it becomes 
impossible to use two or more users in spite of being needed. Thereforethe 
operating environment of LAN was not fully able to be utilized. 
[0006]Thenwhen two or more same programs are ownedin order to use these 
efficiently by each computer in LANWhen it enabled it to perform without 
specifying the computer and user who use ita program will be unjustly used by 
the user without a royalty and there was a problem of it becoming impossible to 
protect the profits of the vender of a program. 

[0007JID (machine ID) and software ID of a terminal unit which were stored in 
recording mediasuch as a floppy diskwith the program of software are compared 
conventionallyThere was a device (for examplerefer to JP6-1 19164A) prevented 
so that the justification of the license to use of the software may be checked and 
the software for a contract may not be used with the terminal unit except the 
licensing agreement having been carried out. 
[0008] 

[Problem(s) to be Solved by the Invention] Although a user turns with the 
recording medium which stored machine ID and software ID with the program of 
softwaresoftware ID is moved to other terminal units on LAN or re-registration to 
the same terminal unit is enabled in the above conventional devicesSince even 
the terminal unit to be used had to turn with the recording mediumthere was a 
problem that the maintenance and management which are kept from the program 
of software being used improperly with the terminal unit on LAN became difficult. 



[0009]This invention is made in view of the above-mentioned pointand it aims at 
enabling it to perform maintenance and manage easily so that the program of 
software may not be used improperly with two or more terminal units connected 
by means of communicationsuch as LAN. 
[0010] 

[Means for Solving the Problem] In a software management system which 
connects a server and two or more terminal units by a means of 
communicationand shares a program with each of that terminal unit in order that 
this invention may attain the above-mentioned purposeA management 
information storage means which memorizes management informationsuch as a 
user's identifier of an usable terminal unitan identifiera user's passwordetc.for an 
identifier and a program of the above-mentioned program to the above- 
mentioned serverA means to judge the validity of use propriety of the above- 
mentioned program in the terminal unit based on management information 
memorized by the means and security check information received from the 
above-mentioned terminal unitA means to transmit a decision result by the 
means to a terminal unit which has transmitted the above-mentioned security 
check information is formed. 

[001 1]A means to transmit security check informationincluding a user's identifier 
of the programan identifier of a terminal unitan identifiera user's passwordetc.to 
the above-mentioned server whenever the above-mentioned terminal unit has an 
execution demand of the above-mentioned programA means to give an 
execution right over the above-mentioned program based on a decision result 
received from the above-mentioned server is formed. 
[0012]A run state of the above-mentioned program in the above-mentioned 
terminal unit is periodically asked to the above-mentioned serverWhen a means 
to supervise a run state of the program based on the present run state of a 
program returned from the terminal unit is formed and the above-mentioned 
terminal unit has an inquiry from the above-mentioned serverit is good to form a 
means to return the present run state of the above-mentioned program. 



[001 3] When an execution demand exceeding a concurrency possible number 
beforehand decided to be the above-mentioned server from the above- 
mentioned terminal unit to the above-mentioned program is receivedAnd when 
an execution demand new when the above-mentioned program is executed with 
a concurrency possible number decided beforehand is receivedin additionit is 
good to form a means to arbitrate the execution demand with a priority set up 
beforehand. 
[0014] 

[Function]The software management system by this inventionWhenever an 
execution demand of a program has a terminal unitsecurity check 
informationincluding a user's identifier of the programan identifier of a terminal 
unitan identifiera user's passwordetc.is transmitted to a serverThe identifier and 
program of the program which the server memorized beforehand. Based on the 
identifier of an usable terminal unita user's identifiermanagement informationsuch 
as the user's passwordand the security check information received from the 
terminal unitthe validity of the use propriety of the program in the terminal unit is 
judgedSince the decision result is transmitted to the terminal unit which has 
transmitted security check information and a terminal unit gives the execution 
right over a program based on the decision result received from the serverlt can 
perform easily performing maintenance and managing so that the program of 
software may not be used improperly with each terminal unit. 
[0015]When a server asks the run state of the program in a terminal unit 
periodicallylf the terminal unit returns the present run state of a program and a 
server supervises the run state of the program based on the present run state of 
the program returned from the terminal unitA server can always supervise the run 
state of the program on each terminal unitThe time of the situation which cannot 
reply to the inquiry from a server like the runaway state of a program in each 
terminal unitand when a program is in an idle state for a long timeThe execution 
right (royalty) of the program over the terminal unit can be stoppedit can prepare 
for the execution demand from other terminal unitsand the royalty of a program 



can be efficiently used with two or more terminal units. 

[0016]When the execution demand for which a server exceeds the concurrency 
possible number beforehand decided from the terminal unit to the program is 
receivedAnd when an execution demand new when the program is executed with 
the concurrency possible number decided beforehand is receivedlf the execution 
demand is arbitrated with the priority set up beforehandthe server can permit the 
execution right of a program to a terminal unit with a high prioritywhen an 
execution demand of a program competes. When an execution demand of a 
program competesan execution right can be made to transfer from a low 
execution demand of urgencywithout terminating an urgent execution demand. 
Thereforethe execution right of a program can be given according to a user's 
demand. 
[0017] 

[Example]Hereafterthe example of this invention is concretely described based 
on a drawing. Drawing 1 is a block diagram showing the composition of the 
software management system which is one example of this invention. This 
software management system connects two or more terminal units T1-Tn in 
Local Area Network (LAN) 10 which is a means of communication mutuallyand 
shares a program with each terminal unit. The server S is connected as a 
security check server of the program shared on LAN 10. 
[0018]Each terminal units T1-Tn are computerssuch as a personal computera 
workstationand a specific function dedicated terminal. The thing only for a 
security check of a program may be sufficient as the server Sand it may perform 
the function as a security server as a function of one program of computerssuch 
as a personal computer and a workstation. 

[0019]The transmission forms of LAN 10a topologyand a protocol may use any of 
a publicly known thingand if it thinks as extension of LANIOthey can apply them 
also to a wide area network. Although the server S has connected one set in this 
exampleit may connect two or more sets and may use a use for each properly for 
every program and every terminal unit. 



[0020] Drawing 2 is a block diagram showing the composition of each terminal 
units T1-Tn shown in drawing 1 . The terminal unit Tn consists of the input/output 
device 1the memory storage 2 LAN interface 3and CPU4. The input/output 
devices 1 are output unitssuch as input devicessuch as a keyboarda mouseand a 
scannera display of CRTLCDetc.an ink-jet printerand a laser beam printer. 
[0021 ]The memory storage 2 is memories which store a program and various 
kinds of datasuch as a hard disk drive and optical-magnetic disc equipment. LAN 
interface 3 manages the communications control of LAN 10. CPU4 is a 
microcomputer which has ROMRAMetc. 

Control of this whole terminal unit is managed and the function concerning this 
invention is also achieved. 

[0022]Namelya means to transmit security check informationincluding a user's 
identifier of that programan identifier of a terminal unitan identifiera user's 
passwordetc.to the server S whenever this CPU4 has an execution demand of a 
programThe function of a means to give the execution right over a program 
based on the decision result received from the server S is achieved. When there 
is an inquiry from the server Sthe function of a means to return the present run 
state of a program is also achieved. 

[0023] Drawing 3 is a block diagram showing the composition of the server S 
shown in drawing 1 . The server S consists of the input/output device 1 1the 
memory storage 12LAN interface 13CPU14and the timer 15. The input/output 
devices 1 1 are output unitssuch as input devicessuch as a keyboarda mouseand 
a scannera display of CRTLCDetc.an ink-jet printerand a laser beam printer. 
[0024]The memory storage 12 is memories which store a programsuch as a hard 
disk drive and optical-magnetic disc equipment. 
It also has the management table counter 16. 
This management table counter 16 is area which stores the program- 
management-information table which memorizes management informationsuch 
as a user's identifier of an usable terminal unitan identifiera user's 



passwordetc.for the identifier and program of the program used as an 
administration object. 

[0025]LAN interface 13 manages the communications control of LAN 10. The 
timer 15 counts the interruption interval of predetermined time. CPU 14 is a 
microcomputer which has ROMRAMetc. 

Control of this whole server is managed and the function concerning this 
invention is also achieved. 

[0026]Namelya means to judge the validity of the use propriety of the program in 
the terminal unit based on the management information memorized on the 
program-management-information table of the management table counter 16and 
the security check information received from the terminal units T1-TnThe function 
of a means to transmit the decision result to the terminal unit which has 
transmitted security check information is achieved. 

[0027]A means to supervise the run state of the program based on the present 
run state of the program which asks periodically the run state of the program in 
the terminal units T1-Tnand is returned from the terminal unitWhen the execution 
demand exceeding the concurrency possible number beforehand decided from 
the terminal units T1-Tn to the program is received And when an execution 
demand new when the program is executed with the concurrency possible 
number decided beforehand is receivedthe function of a means to arbitrate with 
the priority which set up the execution demand beforehand is also achieved. 
[0028]lnitial setting of this software management system is explained. Firstthe 
server S is initialized. A program-management-information table is memorized at 
the management table counter 16 of the memory storage 12 of the server S. 
[0029] Drawing 6 is a figure showing an example of a format of a program- 
management-information table, the program name of the program from which 
this program-management-information table serves as an administration object - 
(- with the identification number (P) of a program to every N). The concurrency 
possible number (R) and program of the program The identifier (Tn) of an usable 



terminal unitThe management information of the identifier (U) and a user's 
password of an usable user (PW) is stored for the program execution priority 
(CP) of each terminal unitrequest numberand program from the terminal unit 
under program execution. 

[0030]For examplethe management information of the program of a program 
name "word processor B"Store a program identification number "P05"a 
concurrency possible number "3"the identifier "T1" of an usable terminal 
unitT2and "T3"and as a program execution priority of each of that terminal unit 
The priority "1" of the terminal unit of an identifier "TTThe priority "3" of the 
terminal unit of an identifier "T2" and the priority "2" of the terminal unit of an 
identifier "T3" are stored. 

[0031]While the program of a program name "word processor B" is performing 
with each terminal unit of an identifier "T1"T2and "T3"the request number sent 
from the terminal unit is stored. This request number stores the initial value 
"0"when it is not under execution. An usable user's identifier "U1"U2U3and the 
password "PW1"PW2and "PW3" of each user are stored for the program of a 
program name "word processor B." 

[0032]ln the software management system of this example. The program name 
(N)program identification number (P)and concurrency possible number (R) in this 
program-management-information tableThe donor (right holderssuch as a maker) 
of the program provides for the user (for exampleadministrator of a server) who 
acquired the program royalty together with the programAccording to a programas 
for the password (PW) of the identifier (Tn) of an usable terminal unita user name 
(U)and a usera server manager shall set up the program. 
[0033]The interrupt signal generation interval (TM time) of the prescribed interval 
of the timer 15 of the server S is set up at the time of this initialization. The server 
S asks the run state of that program to a terminal unit while executing the 
program of an administration object for every TM time of this. 
[0034]Nextsecurity check processing of the program in this software 
management system is explained. A terminal unit by the initialization processing 



at the time of program starting when starting execution of a desired program. It 
sends via LAN10 by making into security check information the login packet 
(login packet) which stored the identification number of a desired programthe 
identifier of a self-devicethe user-identification nameand the user's password to 
the server Sand an execution demand of the program is performed. 
[0035]The server S will judge the validity of the program execution (use) in the 
terminal unit with reference to a program-management-information tableif the 
login packet of security check information is received from a terminal unit via 
LAN 10. 

[0036]Namelythe identification number of the program of the request in the login 
packet received from the server Sthe identifier of a self-devicea user- 
identification nameand the user's passwordlt is judged whether it corresponds to 
an usable user's concurrency possible number (R) of a program name (N) with 
the execution demand in a program-management-information tableidentifier (Tn) 
of an usable terminal unitidentifier (U)and a user's password (PW)lf it does not 
correspond and "execution disapproval" is correspondedexecute permissionwill 
be returned to a terminal unit as the decision result. 

[0037]lf the decision result of the validity of the execution to the program which 
carried out the execution demand is received from the server Sa terminal unitlt 
judges whether operation of a program may be started based on itif the decision 
result received from the server S is "execute permission"execution of a program 
is startedand if it is "execution disapproval'^ does not perform by ending the 
initialization processing of a program. When "execution disapproval" is received 
from the server Sand not executing a programhe may leave processing for every 
program. 

[0038]The server S makes a trigger the interrupt signal which the timer 15 
generates periodically for every TM time during program execution with each 
terminal unitA program-management-information table is searchedthe terminal 
unit under program execution is searcheda request number is attached to the 
searched terminal unitand the check packet (check packet) which is a packet (Q) 



of an inquiry is transmitted to order. 

[0039]A terminal unit will return an answer packet (A)if a check packet is received 
from the server Sand a program with an inquiry is performing. When the packet 
of a reply in predetermined time (TMX time) is not received from the terminal unit 
of the transmission destination of a check packetthe server Sit judges that the 
program does not exist at a terminal unit and it does not have a response by 
causessuch as a runaway state and abnormal terminationthe request number of 
the program in the terminal unit is made into an initial value "0"and under 
execution is deleted. This TMX time is good to carry out in several minutes from 
tens of seconds (for example60 seconds). 

[0040]And a terminal unit transmits the packet (Q) of an inquiry of logout (logout) 
to the server S in end processing at the time of the end of a programlf the packet 
is receivedthe server S will make the request number of the program of the 
applicable terminal unit in the packet an initial value "0"and will delete under 
execution. Thusa series of processings are completed. 
[0041] Drawing 4 is a figure showing an example of a format of the packet of the 
inquiry exchanged between a terminal unit and a server. The identification 
information (Q) of the packet of an inquiry is stored in this packet as a header. 
[0042]When using it as a login packet in case a terminal unit requires the security 
check of a program execution demand of this packet from a serveras an inquiry 
of the security check to an execution demand of a programThe password of a 
computer numberthe identification number which is request numbersthe 
identification number which is the identifiers of a programthe user name which is 
a user's identifiersand its user is stored as an identifier of a terminal unit. 
[0043]Request identification numbers are unique numbers other than "0" 
attached at the time of login which a terminal unit begins. 
It is a number used in order to identify the program on a terminal unitwhen it sees 
from the server Sand is effective to the logout (logout). 



[0044]This request identification number is made'to correspond to the identifier 



(Tn) of the usable terminal unit shown in drawing 6 . 

When it is not under executionthe initial value "0" is storedand when it is under 
executionthe numerical value sent from the terminal unit is stored. 
With the terminal unit which is not an initial value "(Tit can judge that a program is 
performing by searching this request number. 

[0045]When the server S uses this packet as a check packet of the inquiry to the 
terminal unit under program executionas an inquiry under program executiona 
computer numbera request numberetc. of a terminal unit of a reference are 
attachedand it transmits to a terminal unit. 

[0046] Drawing 5 is a figure showing an example of a format of the packet of a 
reply exchanged between a terminal unit and a server. The identification 
information (A) of the packet of a reply is stored in this packet as a header. The 
packet of a reply to an inquiry of the security check of the program execution 
demand from a terminal unit and a terminal unit use this packet as a packet [ as 
opposed to the inquiry from the server under program execution for this packet ] 
of a reply. 

[0047]When the server S uses it as a packet of a reply to an inquiry of the 
security check of the program execution demand of this packet from a terminal 
unitas a packet which tells the propriety of program executionThe computer 
number of the terminal unit which asked the security check of the programThe 
request number from the terminal unitthe identification number of a program with 
an execution demandthe information that tells permission or the disapproval of 
execution of the programand the information which shows the reason for 
disapproval at the time of disapproval are stored. 

[0048] Drawing 7 is a figure showing an example of the code of information which 
tells permission and the disapproval of execution of the program stored in the 
packet of drawing 5 . By the result of a security checkthe server S stores the code 
"0" which shows "-; execute permission"when permitting execution of a program 
to the above-mentioned packetit stores the code "1" which shows "NG; execution 
disapproval" when execution is disapprovaland returns it to a terminal unit. 



[0049] Drawing 8 is a figure showing an example of the code of information which 
tells the reason for disapproval for the program execution stored in the packet of 
drawing 5 . By the result of a security checkwhen carrying out the disapproval of 
the execution of a programwith the code "1" which shows the above-mentioned 
disapprovalthe server S also stores the code which shows the reason for 
disapprovaland is returned to a terminal unit. 

[0050]as the reason for disapproval the code "1" in program identification 
number unregistered"a computer name (identifier of a terminal unit) - the code 
"Z'when unregistered In the error which does not expect the code "5"the code "9" 
is storedwhen it is over the concurrency possible number and a password is 
[ code / "3" ] different in a code "4" in the case of an undefined user (users other 
than an usable user). Although there is a reason for disapproval in addition to 
thisit omits here. 

[0051] Drawing 9 is a figure showing the communication procedure of the server 
at the time of a security checkand a terminal unit. Firstthe terminal unit Tn 
transmits a login packet (Q) to the server S in the initialization processing at the 
time of program starting. 

[0052]lf the login packet (Q) is receivedthe server S performs the security check 
of the program which had the execution demand from the terminal unit Tnand if it 
judges it as execute permissionit will return the answer packet (A) which shows it. 
A terminal unit will start execution of the programif the answer packet of execute 
permission is received. 

[0053]lf a login packet (Q) is received from a terminal unitthe server S with the 
interrupt signal for every [ by the timer 15 ] TM time. The check packet (Q) which 
searchs the terminal unit which the program in an administration object is 
performingand asks the executed situation of a program to the searched terminal 
unit Tn is transmitted. And since an answer packet (A) will be returned if a 
program is that there is nothing normal during execution in the terminal unit Tna 
check is ended in that case. 

[0054]After transmitting a check packet (Q)when an answer packet (A) is not 



returned within TMX timethe request number which shows under execution of the 
program in the terminal unit is initialized. And a terminal unit will transmit a logout 
packet (Q) to the server Sif a program is endedand the server S will initialize the 
request number which shows under execution of the program in the terminal 
unitif the logout packet (Q) is received. 

[0055]ln the software management system of this exampleit can perform easily 
performing maintenance and managing so that the program of software may not 
be used improperly with each terminal unit using a server. Since a server 
supervises the executed situation of the program of each terminal unitsometimes 
the runaway state of a programabnormal terminationetc.Since the execution right 
of the program over the terminal unit can be stopped and it can prepare for the 
execution demand from other terminal unitsthe royalty of a program can be 
efficiently used with two or more terminal units. 

[0056]Nextthe processing in the case of supervising the idle state of the program 
in each terminal unit by the server of the software management system of this 
example is explained. In this casethe execution time of the program counted with 
the counter which it had in the memory storage of the terminal unit Tn is used. 
This execution time is the CPU time which the program actually usedfor 
examplein the case of UNIXOSit is made into "the CPU time which the program 
used in user's space." 

[0057]The server S makes a trigger the interrupt signal periodically generated by 
the timer 15 for every TM timeand transmits the check packet which asks the 
executed situation of a program to the terminal unit Tn under program execution 
for every TM time. If the check packet is receivedand an applicable program is 
performingthe terminal unit Tn will store the contents of the counter in an answer 
packet (A)and will return them to the server S. 

[0058]When the server S supervises change of the execution time of the program 
of the terminal unit based on the contents of the counter stored in the answer 
packet (A) transmitted from a terminal unit and it is changelessAlthough a 
program is performingit judges that the idle state continues actuallyand the kill 



packet (kill packet) which is a packet which requires the end of the program is 
transmitted to the terminal unit Tn. In the terminal unit Tnif a kill packet is 
receiveda positive-acknowledge packet (A) will be returned to the server Sand 
the program of an idle state is terminated. 

[0059] Drawing 10 is a figure showing other communication procedures of the 
server at the time of a security checkand a terminal unit. Firstthe terminal unit Tn 
transmits a login packet (Q) to the server S in the initialization processing at the 
time of program starting. 

[0060]lf the login packet (Q) is receivedthe server S performs the security check 
of the program which had the execution demand from the terminal unit Tnand if it 
judges it as execute permissionit will return the answer packet (A) which shows it. 
A terminal unit will start execution of the programif the answer packet of execute 
permission is received. 

[0061 ]lf a login packet (Q) is received from a terminal unitthe server S with the 
interrupt signal for every [ by the timer 15 ] TM time. The check packet (Q) which 
searchs the terminal unit which the program in an administration object is 
performingand asks the executed situation of a program to the searched terminal 
unit Tn is transmitted. 

[0062]The terminal unit Tn will return the answer packet (A) which stored the 
contents of the counter to the server Sif the check packet (Q) is received. The 
server S compares with the CPU execution time to which the CPU execution time 
which is the contents of the counter stored in the answer packet (A) has been 
returned by last timeif an answer packet (A) is returned within TMX time after 
transmitting a check packet (Q). 

[0063]Usuallysince the CPU execution time stored in the answer packet (A) 
returned within TMX time at the time of execution is changing from CPU 
execution time when it checks to last timeit admits continuation of execution of a 
program. HoweverCPU time when it checks to last time is judged to be an idle 
state if it is not changing as compared with last timeand the kill packet (Q) of a 
program terminating request is transmitted to the terminal unit. 



[0064]lf the kill packet (Q) is receiveda terminal unit will return a positive- 
acknowledge packet (A)and will terminate the program. The server S will initialize 
the request number which shows execution of the program of the terminal unitif a 
positive-acknowledge packet (A) is received from a terminal unit. 
[0065]Thuswhen a server can always supervise the run state of the program on 
each terminal unit and a program is in an idle state in each terminal unit for a 
long time. Execution of the program over the terminal unit can be stoppedit can 
prepare for the execution demand from other terminal unitsand the royalty of a 
program can be efficiently used with two or more terminal units. 
[0066]Nextthe mediation processing of the execution right of a program to each 
terminal unit by the server of the software management system of this example is 
explained. When the server S receives the execution demand exceeding the 
concurrency possible number beforehand decided from the terminal unit Tn to 
the programWhen an execution demand new when the program is executed with 
the concurrency possible number decided beforehand is receivedthe execution 
demand is arbitrated with the priority set up beforehand. 
[0067]That iswhen a login packet is received from a terminal unitthe server S 
performs the security check about a program with the execution demand by the 
packetand are an usable terminal unit and a user. 

When a concurrency possible number still has a marginpermission of program 
execution is immediately given to the terminal unit. 

[0068]When there is no margin in a concurrency possible numberWith reference 
to the program execution priority of a program-management-information tablethe 
thing under program execution is searched with the terminal unit whose priority is 
lower than the terminal unitKill (kill) of the program execution to the searched 
terminal unit is carried outit replaces with it and an execution right is permitted to 
a terminal unit with a high priority. 

[0069] Drawing 11 is a figure showing the communication procedure of further 
others of the server at the time of a security checkand a terminal unit. Herethe 



case where the right of program execution of the terminal unit T1 which uses the 
program name "spreadsheet C M of the program-management-information table 
shown in drawing 6 T2T3T4and T5 is arbitrated is explained. The concurrency 
possible number of this program name "spreadsheet C" is "4." 
[0070]Firstthe server S permits execution of the program of "the spreadsheet C" 
to the terminal unit T1T2and T4and the program is under execution in the 
terminal unit T1T2and T4respectively. 

[007t]lf the login packet (Q) of an execution demand of the program of the 
"spreadsheet C" of a program identifier "P06" is received from the terminal unit 
TSthe server SSince it checks that they are an usable terminal unit and an usable 
user and a concurrency possible number has a marginthe answer packet (A) 
which permits the execution right of a program "spreadsheet C" to the terminal 
unit T5 is sent. In the terminal unit TSthe answer packet (A) is received and 
execution of a program "spreadsheet C" is started. 

[0072]The server S asks and supervises the executed situation of a program for 
every TM timeafter receiving each login packet (Q) to each terminal unit 
T1T2T4and T5. 

[0073]ln that casewhen there is no response within TMX timeit is judged as a 
reckless run or abnormal termination of a programand the request number of a 
program-management-information table is initializedand a program execution 
possible number is secured. The CPU time stored in the answer packet (A) from 
each terminal unit will be made to continue as it is if changeful as compared with 
last timebut if changelessit will be judged as an idle stateand a program is 
terminated to the terminal unitand a program execution possible number is 
secured. 

[0074]Thenif the login packet (Q) of an execution demand of the program of the 
"spreadsheet C" of a program identifier "P06" is received from terminal unit T3the 
server SSince there is no margin in a concurrency possible number after 
checking that they are an usable terminal unit and an usable userwith reference 
to a program execution prioritythe terminal unit under execution is searched for 



the present program "spreadsheet C" with a priority lower than terminal unit T3. 
[0075]ln this casesince the terminal unit T5 corresponds to itthe server S 
transmits a kill packet (Q) to the terminal unit TSPerforming the deactivate 
request of operation of a program "spreadsheet C"the terminal unit T5 ends 
operation of a program "spreadsheet C" based on the kill packet (Q)snatches an 
execution rightreturns an affirmation reply (A) to the server Sand returns an 
execution right. 

[0076]lf an affirmation reply (A) is received from the terminal unit T5the server S 
will initialize the request number of the terminal unit T5 of a program- 
management-information tablewill store the request number received from 
terminal unit T3and will transmit the answer packet (A) of execute permission to 
terminal unit T3. If an answer packet (A) is received from the server Sterminal 
unit T3 will give the execution right of a program "spreadsheet C"and will perform 
the program. 

[0077]Also when there is an execution demand of the same program from each 
terminal units T1-T5 for exampleExecute permission can be notified to the priority 
order of each terminal units T1-T5 to a concurrency possible numberexecution 
disapproval can be notified to the terminal unit exceeding a concurrency possible 
numberand competition of an execution demand of two or more terminal units 
can also be arbitrated. 

[0078]Although the above-mentioned example explained the case where it 
performed only when the program is beforehand stored in each terminal unit and 
there is a notice of allowance from the server SThe program which each terminal 
unit shares is stored in the server Sand there is an execution demand from each 
terminal unitand the execution is permitted and it may be made to enable use of 
a program. 

[0079]ln the program in which the program of initialization processing is also set 
to main programssuch as a word processor and a spreadsheetwhen there is an 
execution demand of a main program at the time of the initialization 
processingwhat is necessary is just made to perform above-mentioned 



processing. 

[0080]The password which only the identifier of a program or an identification 
numberthe concurrency possible number of a programa terminal unit name or a 
terminal numbera user-identification name or a user identification numberand a 
user can know is usedconsidering it as the item which judges the validity of 
execution of a program by the security check of a program - every program - 
beforehand - a conclusive factor **** - since execute permission is given only 
when in agreement with conditionsthe unauthorized use of a program can be 
prevented more effectively. 

[0081]lf the identifier and identification number are made unique on a 
networkWhen applying to the system which connected two or more networksthe 
item which judges the validity of execution of a program by the security check of 
a program for every network can be changedThere is nothing about a possibility 
of giving permission of program execution to the terminal unit of an accidentally 
different systemand the unauthorized use of the program in a wide area network 
can be prevented. 

[0082]Thuswhen the execution demand for which a server exceeds the 
concurrency possible number decided beforehand is receivedWhen an execution 
demand new when the concurrency possible number decided beforehand is 
performed is receivedAnd since the execution right of a program can be 
preferentially permitted to a terminal unit with a high priority when an execution 
demand of the program from the terminal unit exceeding a concurrency possible 
number competesit is not necessary to terminate an urgent execution demand. 
Thereforethe execution right of a program can be arbitrated according to a user's 
demandand the royalty of a program can be efficiently used with two or more 
terminal units. 

[0083]The software management system of this example prevents the illegal 
copy and unauthorized use of a programand there can be no trouble in execution 
of a program at each terminal unit on a computer network system. 
[0084]ln order that a server may always supervise the run state of the program 



on each terminal unitOn a terminal unita program regains an execution right to a 
serverwhen abnormal termination is carried outa runaway state andAlso when it 
can prepare for the execution demand from other terminal units and a program is 
in an idle state on a terminal unit for a long timean execution right can be 
regained to a server and it can prepare for the execution demand from other 
terminal units. 

[0085]Since a server arbitrates the execution right of the program over each 
terminal unit based on the priority set as each terminal unitthe right of program 
execution according to a user can be given. Thereforethe unauthorized use of 
the program on a network can be prevented and the royalty of a program can be 
used efficientlyusing each terminal unit on a network effectively. 
[0086] 

[Effect of the lnvention]As explained aboveaccording to the software 
management system by this inventionmaintenance and management can be 
easily performed so that the program of software may not be used improperly 
with two or more terminal units connected by means of communicationsuch as 
LAN. 
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[Brief Description of the Drawings] 

[Drawing 1] lt is a block diagram showing the composition of the software 
management system which is one example of this invention. 
[Drawing 2] It is a block diagram showing the composition of each terminal units 
T1-Tn shown in drawing 1 . 

[Drawing 3] lt is a block diagram showing the composition of the server S shown 
in drawing 1 . 

[Drawing 4] lt is a figure showing an example of a format of the packet of the 
inquiry exchanged between the terminal unit and server which were shown in 



drawing 1 . 

[Drawing 5] It is a figure showing an example of a format of the packet of a reply 
exchanged between the terminal unit and server which were shown in drawing 1 . 
[Drawing 6] It is a figure showing an example of a format of the program- 
management-information table stored in the memory storage 12 of the server S 
shown in drawing 3 . 

[Drawing 7] lt is a figure showing an example of the code of information which 
tells permission and the disapproval of execution of the program stored in the 
packet of drawing 5 . 

[Drawing 8] lt is a figure showing an example of the code of information which 
tells the reason for disapproval for the program execution stored in the packet of 
drawing 5 . 

[Drawing 9] lt is a figure showing the communication procedure of the server at 
the time of the security check in the software management system shown in 
drawing l and a terminal unit. 

[Drawing 10] lt is a figure showing other communication procedures of the server 
at the time of the security check in the software management system shown in 
drawing l and a terminal unit. 

[Drawing 11] lt is a figure showing the communication procedure of further others 

of the server at the time of the security check in the software management 

system shown in drawing l and a terminal unit. 

[Description of Notations] 

111: Input/output device 212: Memory storage 

313: LAN interface 

14[4and ]:CPU 15: Timer 

16: Management table counter 

10: Local Area Network (LAN) 

T1-Tn: Terminal unit S: Server 



